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Preface

Purpose of this Document

The Software Suite Guide provides the procedures and information necessary to use advanced functions within Version 6.8 of the Access Control System software.  It is intended to be referenced after reading the Quick Start Guide first.  This guide contains more detailed information regarding functions of the software which are not included in the Quick Start Guide.  These procedures guide you through using the following group of functions:

Badging

· Hardware configuration

· Database configuration

· Monitoring   

· Reporting

· Administration

Shortcuts in the Software

The software contains hidden functions accessible by simultaneously holding down Ctrl + Shift + Q.  If you do not see a particular menu option on the screen, the Ctrl + Shift + Q shortcut will display hidden options.

Menu Buttons
Most screens in the software contain buttons allowing the software installer to perform many other functions.  For brevity, a list of frequently used buttons located on the menu bar will be briefly explained.  This list is not all inclusive.  You may always contact technical support at 1-518-212-5481 for help and additional information.



· Details

· Allows the installer or software user to view additional details regarding a function.  For example, the installer can view additional user details when adding or editing users.

· Edit

· Allows you to edit a selection

· Delete

· Allows you to delete a selection

· Print
· Allows you to print the screen

· Export to/Import From Excel

· Allows you to import and export the software information into an .xls file for database

management.  Please refer to the Import User Information from Excel section for an explanation of how to do so.

· Batch Update

· Allows you to update a set of entries all at once by either department or by user.
· Find
· Allows you to search the screen for entries

· Select All

· Allows you to select all entries

· Upload/Download

· Allows you to upload information to or download information from the controllers

· Query/Search
· Allows you to query information about a menu option.

· Adjust Time

· Automatically updates the correct time from the network.  If your network time is incorrect, the controller’s time will be incorrect.

Part 1 Adding and Editing Basic Configurations
1.1 Add Department

This function allows the software user to add or edit departments.  The Quick Start Guide also contains information about this function.

Select Basic Configure ( Departments from the menu bar.
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· Click the [image: image2.png]1
New Department



 button to create a new department.

· Click the [image: image3.png]1
MNew Section



 button to add a new section under a department. 
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1.2  Add and Edit Personnel

This function allows the software user to add and edit card users.  The Quick Start Guide also contains information on how to perform this function.

Navigate to Basic Configure ( Personnel from the menu bar.

[image: image5.png]Basic Configure  Access Control _Basic Qperate _One Card MultiFunc_ Tools _Help

B+, Basic Corfiqure B @1 S X B £y = I
% EC“E"M"" Details New Edit Delete Add By Reader Print Export ToExcel Baich Update Find
Lost Card Regster
& :Cord Regt o, [Worker No.__|Name. Card D Department [ Attendance [ Access Contral
T Prfie
=9 Access Prviege ) [700001 =3 Barry Allen TE276%5 sccountingaceourts pay
PerpheralCortrol 100002 3333 BruceWayne | 7636697 ReD
Fasevord wanagemert || o003 2221 Clark Kent 762695 b
s 100004 211 Kit Walker 5708657 varshouse
Mol card access 100005 T Peter Parker 5707542 Cobra
Fist Card Open 100006 2 Chris 7638937
B~ Basic Operate 100007 123456 Dave 1234567 Cobra





· Select [image: image6.png]


 to add new users.

· Fill out the fields as necessary.  

· User Number is assigned in numerical order starting from 1.

· Type in the user’s name in the Name field

· Type in the user’s card ID in the Card ID box

· Assign a department from the Department box

· Worker number is an installer-chosen optional number

· Select Normal Shift or Other Shift.  The default setting is Normal Shift.

· To add a photo, read section 4.14
· Click the [image: image7.png]Add



 button to add the user .The screen will remain open to add additional users.

· When finished adding users click cancel to finish.

NOTE:  The Attendance feature and the Access Control feature are both checked by default.  
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After you input all the user information, 
· Click the [image: image9.png]Add



 button to add the user .The screen will remain open to add additional users. 
· When finished adding users click cancel to finish.

· Optional:  Assign a photo to a user by clicking on the photo button. 

· Rename the user’s photo name with his or her card number or other recognizable name for convenience.  We recommend you save all user photos in one location for ease of retrieval.

· When you add a user, select a photo to upload.  The example below renamed the photo with the card ID.  You do not have to do this, but it is recommended that you stick to a standard when naming and saving photos.
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There are additional options under the “Others” tab, located in the “Users” window, to input additional information about a user.

When finished adding users click cancel to finish.

Additionally, you can assign cards to users by scanning in cards and then manually editing the user’s information.

Select the “Add by Reader” button at the top of the menu screen.  When done adding users via card swipe, edit the user information as necessary.
1.3  Import User Information from Excel

The Import/Export User Information from Excel function allows the software user to import or export information into an Excel (.xls) file. 

Navigate to the Personnel window via Basic Configure ( Personnel.  
· Using the Ctrl + Shift + Q shortcut, the “Import from Excel” button becomes visible.
[image: image11.png]T 8 G5y = 0

Details New Edit Delete Add By Reader Print Export To Import From Excel
=

o orker No. [ Nome [CordiD Deparmert





NOTE:  If you want to use Excel to import user information, look at the document named ‘usersinfo.xls’ first.  The usersinfo.xls document is located within the directory used to install the contactless cards management software under the iCCard sub directory. The .xls file to be imported into the software MUST be in the same format as userinfo.xls or the import/export functions will not work properly.  Refer to UsersInfo.xls for the correct column headings.
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Note: The card number must be more than three numbers; department and section should be separated with a "\". For example: MIS\DEV

If the Excel document import was successful, then a confirmation window will appear.  Click OK.
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Part 2  Access Control
2.1  Configuration

This section is for the software user to configure the access control system to perform its intended function:  Access Control!

Your organization may limit or supervise access to all or part of your facility (lab, computer room, or storage areas) to authorized personnel during specific time periods.

When a badge holder needs permission to access a particular area, the information is relayed

from the reader to the controller. The controller either grants or refuses access according to the

parameters defined (access authorization, time zones, etc.) A log of these events is then stored 

locally and may be retrieved via this software.

Access control parameters are mainly defined in the “Parameter” section of the application.
2.1.1  Hardware Configuration
This section is for configuring the controllers on the network.

Select Basic Configure ( Controllers  from the menu bar

· Click the [image: image15.png]


 to add controllers into system
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· The product S/N is located on the PCB’s label.  Fill in those five numbers.

· The Controller # is a numbering system which will increment from 1 as controllers are added

· Add a description (optional)

· For small networks, keep the Small Network radio button selected.  

· For information on how to use additional network settings, refer to the Additional Information section of the help guide.

· The Active button is checked by default.  You can deactivate a controller later by un-checking this button.
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NOTE: If the product S/N you entered is incorrect, then the software will be unable to communicate with the controller.
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If you want to see the setting details, consult the Additional Information section of this guide.
2.1.2  Access Privileges

This section is for configuring the parameters for controlling which card users access which doors and when.

Select Access Control ( Access Privilege from the menu bar.
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· Click on the [image: image20.png]&
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 button to change privileges.  The following screen appears.
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· Select a department and a time profile from the dropdown windows at the top of the screen

· Add or remove users using the <<,<,>> and > buttons

· Add or remove doors using the <<,<,>> and > buttons.
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 After you click this button, the selected users have access through selected doors.  This button automatically uploads the information into the software.
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 After you click this button, the selected users no longer have access through selected doors.  This button automatically uploads the information into the software.

· The other two buttons will also update permissions or prohibitions of users, but they will not upload the information at the same time.  It is recommended that you update and upload at the same time.

· [image: image24.png]Copy Privileges



 If user A and user B have the same privileges, you can copy user A’s privileges to user B using this button.  See below.
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When you are finished, click Exit.  
2.1.3  Renaming Doors
This section is for renaming doors.
Select Basic Operate ( Console from the menu bar.
· Select a door and then Right Click on the screen to bring up the pop-up menu.  
· Rename the doors by filling out the fields as you would by naming the doors.  
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Reference the Quick Start Guide for instruction on how to name and rename doors.
2.1.4  Set Open Delay

The open delay function allows you to set a timed delay for the door to remain open after a user swipes his or her card.

Select Basic Operate ( Console 
· Select a door and then Right Click to bring up the pop-up menu.  
· Select “Set Open Delay”.  The following screen appears.  The default time is 3 seconds.
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Additionally, when you edit doors, you can change the Open Delay settings from that screen.

2.2   Basic Operation  

This section explains the functions under the Basic Operate menu option.  The console window contains many basic operations for the controller.  For example, the Check Info, Adjust Time, Upload, Monitor, Download and Query Card Record functions are accessed from this screen.
Select Basic Operate ( Console from the menu bar

2.2.1  Check Controller Info

This function allows the software user to check controller info.

· Select a controller, then use the shortcut button Check to check a controller's information.
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It will show the controller's basic information, such as the amount of records and privileges, the door state, control state, and open delay (sec).  If the controller is able to communicate with the software, the door will appear green.  Otherwise, the door will appear red.  

2.2.2  Upload Settings
The upload function uploads all changed settings to the network.

· Select a controller and click the Upload button.
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After you edit the controller’s settings, click upload to update the controllers.

2.2.3  Monitoring
The monitor function monitors the status of selected doors on a selected controller.  It also displays access information.
From the Basic Operate ( Console window, select a door to monitor.  
· Then click the Monitor button.  You may select all by clicking the Select All button.  
· Click [image: image32.png]Moni tor



 to monitor all doors.
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NOTE:  A user’s photo will only show during monitoring if you have assigned a photo to a user.

· From the monitor window, click Monitor to monitor doors.
When the user swipes his or her card, the monitor window will show the user’s information and photo (if assigned) at the same time.

2.2.4  Download 

From the menu bar, navigate to Basic Operate ( Download
To gather the access controller’s records for one or more doors, select a door (or doors), then click the [image: image35.png]Download.



 button.

The Real Time Download function actively downloads information from the controllers in real time.  From either the Download menu or the Monitor menu, select the Real Time Download button:
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 = [image: image37.png]Download.



 + [image: image38.png]Moni tor




2.2.5  Locate

The locate function allows you to locate what door a selected user last accessed.

Navigate to Basic Operate ( Console.  
· Select your doors, and then click Real Time Download.  The Locate function only works using Real Time Download.  
· Right click on a door, and then select Locate to locate a user.  
· From the drop-down menu, select a user for location.  
NOTE: you must be actively downloading information from the controller in order to use this function.  
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After selecting a user to monitor, the window will display the latest record pertaining to which door the person had last swiped through.

2.2.6  Persons Inside

This function allows you to display a list of users who have accessed a particular door.

You must be in Real Time Download to use this function.  Refer to the above section on how to navigate to the Real Time Download function.  
· From the Monitor screen during Real Time Download, right click a door.  
· Select Persons Inside to display the following window.  
· Select a door and time period.  Then, click Query.
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2.2.7  Query Records  

This function allows you to query all records for a particular controller.

Navigate to Basic Operate ( Query Card Records from the menu bar.  There are a number of parameters you can query.  
· Select what functions you want to query, then click query.  This generates a set of sortable and printable lists.  You can also export this information into excel.
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Part 3  Tools

3.1  Lost Card register

When someone has lost his or her card, you may use the lost card register to deactivate the lost card and issue a new one. 

Select Basic Configure ( Lost Card register

Select the user and lost card number, then type in the new card number being issued.  See the screenshot below.
Click OK and upload when done.
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3.2  Change Password

This function allows you to change the password for the Contactless Card Management Software.

Select Tools (  Change Password

Fill in the old password and enter the new one.  Then, click OK.
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3.3  Operator Management

Operator management is for adding and removing administrators who will be using the software.  You can control which managers have access to which departments.
Select Tools ( Operator Management
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Click on Add to add a manager

Normal settings allow for some functions to be accessible.  Normal users cannot upload.

· Manger settings allow for most functions to be accessible.

· SuperManager settings allow all functions to be accessible
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Enter a new operator name and select an access level from the “Member of” dropdown.

Create a password and click Create

NOTE:  For a list of which levels of access have which functions, view the following screenshot for reference.  You can check and uncheck options for customized levels of access.  Contact technical support with questions.
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Click the [image: image49.png]F
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 button to edit the functions the operator has access to.
Click the [image: image50.png]&
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 button to assign the departments that the operator can manage.
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Click the [image: image52.png]Door



 button to assign the doors that the operator can manage.

Select the Department button to assign departments.
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3.4  DB Compact/Repair

This function will repair errors in the software.

Select Tools ( DB Compact/Repair
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3.5  Interface Locking
You can lock the software screen to prevent unauthorized persons from using the software while the computer is unattended.
Select Tools ( Interface Locked
When you come back to the computer, enter your password to log back in.
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3.6  Options
This section contains information on various other options in the software.

Navigate to Tools ( Options
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Check or uncheck functions

Access Control activates access control.  Default is checked

Patrol allows you to configure patrollers (See the section on patrolling)

 Other Shift allows alternate shift settings to be configured

Const Meal will turn on meal settings (See the section on Const Meal)
Select Environment (Office , House) 
Select a language (English, Chinese)

Set Auto Login settings.

Set Director of Backup (Designate a Backup Directory location)
Part 4  Extended Functions
This section contains many of the extended functions located in the software.  Later sections of the help guide will assist you in using them.  Or, you can always contact technical support at 1-518-212-5681.


Select  Tools ( Extended Functions from the menu bar.
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NOTE:  The software will ask you for a password.  If you want to activate the Extended Functions, use the password 5678.  The default password for all extended functions is 5678.
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Screen shots of all of the extended function options are below:
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Save Button Operation History records a history of which functions have been used

Record Alarm and Failure records alarm events

Log Query enables the software user to query logs

Door Status with Door Sensor allows the installer or software user to add a sensor to a door
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Multi Level Operator Privileges enables different levels of software access assigned to different users.  See section 3.3.

Display Patrol enables patrol features

Camera monitoring enables the software to assign a camera to a door

Active Const Meal enables meal functions

Active Meeting Sign enables meeting functions

[image: image64.png](Bl Extended Functions N S .

Event | Iteroce [Nl Advanced | Otrers |

Bl
o e

civate Time o
Remots Cotol Openring Door
|Set Door State(NO/NC/ONLINE)
Access Keypad
Supeniser PN
Perihera Conrl

BESEE

ok Cance





[image: image65.png]8 extended Funs

Event | Iterace | Normal  [Afancad]| Otrers |

Bl
e e

» | Timing auto-operation management
o Pass Back

iertock

Actvte mul-card sceess

Firi Cord Open

Acive Check Access rside

ESEEE

ok Cance





[image: image66.png]=lo/x|

Event | Itrace | Normal | Advanced (5] |

Etonded Funcions st
[Acive_|Descripion
» v TCPIP
Timing Dowrload
Don't backup database before quit
Wlt-card et vhen muli-cord ety
Periodically Upload Privilege
|Open By Inputing “Card"PIN#"
Contoller Commiricaton Code
Force password valid sfe wipig rgiieed card

[8]S|= == ]=]s]

ok Cance





4.1  Time profile

This section is for configuring a time profile for card users to gain access to doors at pre set times.

Navigate to Extended Functions ( Normal ( Activate Time Profile
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Select Access Control (  Time Profile
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Click the [image: image69.png]


 button to create a new time profile.
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Select a number for this time profile ID.  

Name your time profile

Set the days, times, activate and deactivate dates (NOTE:  The deactivate default is set to 12/31/2020)

Select the Next Linked Profile value if you wish to link profiles.  See the screenshot below or refer to the Quick Start Guide on how to do this.

[image: image72.png]- Vlesk Day
I Monday.
I Tuesday
T~ Wednesday
I~ Thursday

| I Fridey

IV Saturcay.

T~ Sunday





Click OK when done.

Select Basic Configure ( Access Control  (  Access Privilege  (  Change Privilege
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Refer to the Change Privilege section of the help file located earlier in this document for more help.  Or, contact technical support.

4.2  Peripheral control

Navigate to Extended Functions ( Normal ( Peripheral control
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Select Basic Configure (  Access Control  (  Peripheral control

This function is to configure auxiliary relays for the ACP – 1X4.
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Select triggering reasons for the particular controller. These generate an in software alert.  Then click hardware configuration to configure the relay outputs.
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These functions allow you select additional features for each controller.

An event will occur if the door is Forced Open, Open Too Long

An event will occur if an invalid card is swiped

Panic Codes/Threat Codes will trigger an event

Click Change Threat Code to change the Threat/Panic code for the controller.

You can also change the Door Open Delay from this screen by clicking on Change Allowable Open Time

Click OK when finished

The Hardware Configuration button allows you to select which additional features you want to trigger an event and for how long you want the output to display.

Terminal block one configures the first relay on the on the ACP-1x4. Select the doors you wish it to respond to
,  the events you wish it triggered by and the duration for which it will change state. Then click options to further configure its outputs.
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Enabling these options will cause the relay to remain in its changed state until the trigger has been removed regardless of the duration of its normal timer. Once the door has been shut the output of the relay will change or remain until the time has elapsed depending on if your choice.
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4.3  Password Management

This is where passwords and PIN numbers are configured.

Navigate to Extended Functions ( Normal ( Access Keypad
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Select Basic Configure ( Access Control ( Password Management
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Activate Keypad allows a reader to be configured with a keypad entry system that may be part of your installation.
Select a door (or doors) to activate by checking the box under the Activate Keypad column.

PIN Configuration:

Select the PIN Code tab from the Password Management screen
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Select a user and click Change Pin to change a user’s PIN number.  Setting the PIN to 0 deactivates the PIN requirement
On a particular reader and keypad setup, you can set a password that does not require an RFID badge for any or all doors with a reader and keypad. 

Navigate to Extended Functions ( Normal ( Supervisor PIN
Once the software restarts,
Navigate to Access Control ( Password Management
Select the Controller’s Password tab

Assign a new password and select a door (or doors) to apply the settings to.

[image: image83.png]Acivae ey | PN Code | CalisPoaord | Mo ot Possvrd

~=lolx|

NewPassword[——— *[Reauired, >0.2nd 999599

Adapt to m &
[ |

Note: Maximur|Boor 1(n]

e
Password | A4
5555 (Al

Delete.

=





Navigate to Extended Functions ( Others
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Select the Open by Inputting Card*PIN# option
Let the software restart after making changes

Under Password Management, navigate to the Manual Input Password tab
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Select the Manual Input Password Tab from the Password Management screen
Select the door(s) that will need a card swipe and PIN number for access

NOTE:  When an ID and PIN are manually inputted, the user must start the entry with an *,  then input the ID number, push * again, input the PIN and finally hit the # key. 

Example: (*1234567*2222#)

4.4  Anti-Passback

This is where the Anti Passback feature is enabled.  Anti-Passback prevents a card holder from handing his or her card back to another person.

Navigate to Extended Functions ( Advanced ( Anti-pass back
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4.5  Interlock
This is where the door interlock feature is set up.

Navigate to Extended Functions ( Advanced ( Interlock
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Select the door or doors to interlock and click OK. Pick the controller for which you wish you enable this feature.  Using the check boxes, select the doors for which this function is to be enabled
.

[image: image91.png]EEEETEE———— . cloix

Lk |

Contraler No. [ SN 12 34 123 1234 Note.

B 3160
73 6202

Door T: Door 2
Door3; Door 4; Door5. D

<1
oo
oo
oo

Nofice:
Single-Door Controller has no interlock function:
Double-Door Contrller has only 1.2 interlock function;
Four-Door Contrller has all interlock funcior;

ok Cance





4.6  Activate Multi Card Access

This is where you can set up a door to require more than one card swipe to grant access.

Navigate to Extended Functions ( Advanced ( Activate Multi-card access
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Select a door for multi card access.

Click Edit

[image: image94.png]Door#| SN DoorNo. | Description &

» Ti6220 T Front Door 0
3 62202 2 Side Door 1 0

3620 3 Side Door 2 0

4620 0 Back Door 0

[0'Stand forforbid s funcion.
Maximum cards for each door is 100.





Check In and/or Out to require multiple swipes to gain access or leave a room
Select the total number of card swipes needed for access under Total Needed
Assign groups of people using the <,<<,> and >> buttons

Select the number of people from each group required to gain access to a door
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4.7  Timing Auto-Operation Management

This function allows the software user to automatically set the door to lock, unlock or be controlled with the access control parameters at specific days and times.

Navigate to Extended Functions ( Advanced ( Timing auto-operation management
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Select the days and times you want to assign automatic control
Select the access method (door locked, unlocked, etc)

Click Add to add a task
Click close when finished
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4.8  Timing Data Collection
This function allows you to automatically download information from the controllers at pre-set times.

Navigate to Extended Functions ( Others ( Timing Download
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Assign a time to automatically download and click Add
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4.9  Periodically Upload Privileges
This function allows you to automatically update privileges at a set time each day.
Navigate to Extended Functions ( Others ( Periodically Upload Privilege
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Select the time you want the software to automatically upload privileges and click Add.
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4.10  Log Query

You can query a list of functions performed in the software.
Navigate to Extended Functions ( Event ( Log Query
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The following window appears.

[image: image107.png]Operation Mistory.

n [otaTia_ [Erutlype [Duseription
o e e-ii-1s 110 4 Lt Losin
= e aoos-11-15 111 4 T e Login
e e aiieis 12 4 Tt Locin
il e ae-ti-1s 1 4 T e Login
© e aoos-11-15 115 4 T e Login
0 e ii-1s 134 4 be Login
o e aoe-11-15 135 4 T e Login
a e 1115 135 4 1 abe Login
i3 e 1115 140 4 Tt Login

Deles

Becords before [006-11-15 =] | Delete

o





You can delete records by clicking the delete button, similar to deleting browser history.  Display running info displays current card swipe information in real time.
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4.11  First Card Open

First card open allows designated user(s) to scan their card and unlock the door for a pre-determined time window.

Navigate to Extended Functions ( Advanced ( First Card Open
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Select a beginning time and a control feature (door open, controlled, etc)

Select and end time and a control feature (door closed, controlled, open, etc)

Select which days you want to enable this feature.

For example, you can set the software to have a designated card user swipe his or her card and it will lock or unlock the door from that time on until the end time.  The below example shows Dave is able to swipe in at 8:00am and the door will open for all users until it becomes controlled again at 5:00pm

Add or remove users for First Card Open

Click OK.
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4.12  Monitoring Map

This function requires the user to have a layout of the building.

Navigate to Extended Functions ( Interface ( Monitoring Map
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· Click Edit map
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Click add map and navigate to layout of your building provided by the installer. Then click add door. This will allow you to position doors on the map in the correct locations.
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4.13  Camera Monitoring

Navigate to Extended Functions ( Interface ( Camera Monitoring
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Select Tools ( Camera Management
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To add a camera, click New
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Name the camera and enter its Network IP address.  

Enter notes, if necessary, and click OK

Select a door to assign a camera to by double clicking on the entry.

Select a camera and click OK.
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To display the camera as it is viewing a door, select a door from the console screen and click on Camera
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If you want to delete snap pictures and video files, navigate to Tools ( Camera Management ( Delete Bmp-Video
If you want to set up video server's IP address, navigate to Tools ( Camera Management ( Set Video IP as shown:
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Enter the fields as shown and click OK.  The following screen will appear if setting the video IP was successful.
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Otherwise, the following screen will appear
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To Query Camera View, select Query Card Records ( Camera View
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4.14  Check Access Manger

Navigate to Extended Functions ( Advanced ( Active Check Access Inside
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Select Tools ( Check Access Manager
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Set the department for opening doors by swiping a card.
Set the departments for outside swiping.
Click “Edit”.
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In the “real-time-download” window, external swiping will show a message box:
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4.15  Meeting Sign

This allows you to designate a card reader for taking attendance at a meeting.

Navigate to Extended Functions ( Interface ( Active Meeting Sign
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Select Meeting ( Meeting Sign
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Add a meeting by clicking the [image: image132.png]


 button.
Assign a meeting number and name

Click Add Addr to add a meeting location
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From the Add Addr screen, (shown below), click Add to add a meeting

Click select readers to assign a reader to a meeting

When finished click exit to return to the meeting screen
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Assign a meeting date and time

Add any notes, if necessary

To view statistics regarding the meeting, click “Stat” to display the following window:
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From the main Meetings window, click Real Time Sign to view statistics for the meeting, such as who showed up, who did not, who is late, etc.
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Part 5  Attendance
The Access Control System has activated attendance by default. If you want to deactivate this function, select 
Tools ( Extended Functions ( Interface ( Don’t Display Attendance.
[image: image137.png]Extended Functions

Evenl Normal | Advanced

Others

Extended Funcions List
Acive | Description
Mol level cperator privieges
W Display Patrdl
Dot Display Access Cortrel
0 T Dont Display Attendance
Disply Other Shit Schedile
Wonioring Mp
Camers Monitoring
Active Constes!

Active Mesting Sign





Under the One card MultiFunc menu, all of the attendance features are listed.
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5.1  Normal Shift Configuration

This screen allows you to designate rules for users swiping in or out.

Navigate to One Card MultiFunc ( Attendance ( Normal Shift Configuration.  
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The default settings for the Normal Shift Configuration screen are below.  
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Click OK after designating the settings.
To designate other shift rules, navigate to One Card MultiFunc ( Attendance ( Other Shift Rules
[image: image141.png]One Card MultiFunc
B Atendance
Normal Shit Configuraian

e Shit Fes

S Types
Other Shit Schedte
Holday

Leave/Business Tip
Manual Signin
Attendance Repart




[image: image142.png]1. Permit arrive late by no more than 5 =] mins.
2. Permit leave early by no more than 5 =] mins.
3. Permit swipe time within | 60 =] mins before or afer attendance regulated fime.

4. The last swipe fime will be taken as overtime when it exceeds off-duty fime by
60 =] mins.

5. Permit overtime within 360 =] mins.

L] =





5.2  Holiday

To set up global holidays which will not count missed card swipes as absences, 
Navigate to One Card MultiFunc ( Attendance ( Holiday
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Click Add Holiday to add a holiday.  The following screen appears:
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Fill out the holiday name and set the holiday times.  You can add a note if necessary.

Click OK.

To delete holidays, select a holiday and click delete.

You can also add and delete work days.  This function adds 
work days.

Click Add Work Day and fill out the fields as with adding holidays.
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To delete a work day, select a day to delete and click Delete.
The radio buttons at the bottom of this screen are for designating weekend work settings.
Click OK when finished.

5.3  Leave/Business Trip

This function allows you to set up users for a business trip or other leave of absence so that missed card swipes do not count as absences.
Navigate to One Card MultiFunc ( Attendance ( Leave/Business Trip
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Click [image: image148.png]


 to create a new business trip.  
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The following screen appears:
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Select users using the >,>>,< and << buttons.
Under Type, select a label for the leave of absence.  

Under From and To, designate the duration of the leave of absence or business trip.  Add notes if necessary.
Click OK when finished.

You can also query, delete and print the business trip settings using the additional buttons at the top of the screen.

5.4  Manual Sign In

The manual sign in function is for a user to manually sign in without a card.  If a user has forgotten his or her card, they can sign in here.
Navigate to One Card MultiFunc ( Attendance ( Manual Sign In
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Click the [image: image152.png]


 button to add a new manual sign in entry
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Select users and departments

Select the time

Add a note.  In this case, Barry Allen forgot his ID card!
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Click OK and Continue when done

5.5  Attendance Report
This function runs an attendance report on selected users.

Navigate to One Card MultiFunc ( Attendance (  Attendance Report
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Click Create Report to run a report
You can modify the parameters by which the report is created.  For example, you can run a report spanning a time window by changing the From and To dropdown window options.
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Attendance Statistics Report
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Part 6  Patrol
The patrol functions are intended to ensure that your security guards are patrolling.  You can set up who patrols where and when.  You can also allocate ‘check in’ points for your patrollers.  When a patrol point has been reached, the patroller swipes his or her card.

To activate the Patrol function: 

Navigate to Tools ( Extended Functions ( Interface ( Display Patrol
· When prompted for extended function access, enter the default password:  5678.  This unlocks the extended functions.
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· Click OK.  There will be a pop-up window displaying “Update Successful.”  The software will ask you to exit and restart before changes take effect.  

· After logging in again, navigate to the Patrol features either on the side or top menu bar.
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6.1  Patrol Configuration
From the Patrol menu option, select Patrol Configure.  A screen will appear prompting you to enter the parameters for patrolling.  These time windows are for your patrollers to ‘check in’.  When you are finished, click OK.
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6.2  Patrolman

This is where you select patrollers.

From the Patrol menu option, 
Navigate to Patrol ( Patrolman.  
The following screen will appear:
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From the list of card users, click on the check boxes to select patrollers.  Click OK when done.
6.3  Patrol Point

This is where you configure check-in points for your patrollers.

From the Patrol menu, 
Navigate to Patrol ( Patrol Point
This option lets you configure where you want your patrollers to “check-in” via card swipe at a particular reader.  The following screen appears.
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Select which door(s) you want to serve as patrol point check-in locations.  When finished, click Update.

6.4  Patrol Route
From the Patrol menu, 
Navigate to Patrol ( Patrol Route
This function allows you to configure the actual route that your patrollers will monitor.  The following screen appears.  
Click the [image: image166.png]


 button to create a new Patrol Route.
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The following screen appears
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Fill in the fields by:
Naming your route

Selecting “check-in” points, and 
Allocating the time window between patrol points 
In other words, the patroller has 30 minutes to check in to the Front Door to be considered to have patrolled the area.
You can also edit and delete patrol routes by selecting an entry and clicking on the Edit or Delete buttons at the top of the screen.

6.5  Patrol Task

From the Patrol menu, 
Navigate to Patrol ( Patrol Task
This feature allows you to assign a patroller to a patrol route.  
Click the [image: image169.png]


 button to create a new patrol task.

Select a department

Assign patrollers to a route using the <,<<,> and >> buttons.

Choose the selected route the same way.

Assign begin and end dates

Click the Set Tasks button to assign tasks.  Click Delete Tasks to delete a patrol task.

Click Exit to exit.

You can edit, delete or print patrol tasks using the buttons at the top of the window.
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6.6  Patrol Report

A patrol report gives you information about a patroller and route.

From the Patrol menu, 
Navigate to Patrol ( Patrol Report
Click Create Report to create a report.

The report includes information on the patroller, the date, planned and actual patrol time, whether or not the patroller was absent, the route taken and the patrol point.
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6.7  Patrol Statistics Report

The Patrol Statistics function allows you to view a tabulated report of various statistics regarding patrollers and patrol points.

From the Patrol menu,
Navigate to Patrol ( Patrol Statistics Report 
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Click Create Report to create a report.  You can search by department or patrolman.  This report tabulates early patrols, absent patrols, etc.

Part 7  Const Meal

The meal functions are intended for setting up and monitoring a system through which users can swipe into a meal area, cafeteria, dining hall, etc.  The software will track this information allowing the system administrator to keep track of how many meals were consumed, for example.  In addition, you can designate prices per meal which will be automatically tallied and displayed in a meal report upon query.
Navigate to Tools ( Extended Functions ( Interface ( Const Meal to enable meal functions.
After logging in again, navigate to One Card MultiFunc ( Const Meal
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You are now ready to begin setting up meal functions.

7.1  Meal Setup 

This is where basic meal setup is done.

Navigate to One Card MultiFunc ( Const Meal ( Meal Setup
                            [image: image174.png]



7.1.1  Readers for Meals
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· From the Meal functions, select Meal Setup, as shown above.

· Select the Readers tab from the top of the Meal Setup window.
· From the Meal Setup window, select which readers are to be used from the Optional Readers section. Use the <,<<,>,>> buttons to add or remove readers. 
· Click OK when you are done.

7.1.2  Meal Rules

This section is where you can designate the rules pertaining to your specific meal plan setup.  Under the Rules tab in the Meal Setup window, the following options appear:
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· One swipe as one meal counts one swipe as a meal only.
· More swipes at the same time will only count a user’s presence once, despite multiple card swipes.  You can set the software to perform a combination of the two functions using the “More swipes as one meal” function with a time interval.

· Once you are finished configuring the settings, navigate to the Meal Period tab.

7.1.3  Meal Period

From the Meal Setup window, select the Meal period tab.

Check or uncheck which meal times you would like to set up.

The time segment dropdown is for allocating meal times.
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Edit the entries as necessary.

You can change the unit label /One Meal using the Edit Unit button.  See below.
This column’s drop-down options are for designating an optional meal price.
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A window will appear prompting you to enter a new unit.  Enter a new unit, then click OK.

7.2  Meal Report

A meal report is for gathering the information regarding users’ entries into a meal hall.  It includes various information, such as:  
The dates and times each user has swiped in 
The number of meals purchased (or swiped for), and
The user’s department and worker numbers. 
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Meal Details Report includes information such as the Department, User, Time Swiped and Meal Name.
Create this report by selecting the Detail tab and clicking Create.


You can also Print any of the reports, Export them to Excel, Save the layout of the report or Restore Default settings by using the buttons on the top of the window.
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The Subtotal of Readers tab gives you information about a reader’s particular date and time.
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The Statistics tab gives you more detailed information about who has swiped in and how many times.  It will automatically give you a total of how much money a user has spent if you have configured meal prices into your meal settings.
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Part 8  Additional Information:

8.1  TCP/IP

All controllers are in the same network.
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8.3  Complex Networks
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The controllers are separated into different networks. Each controller must be assigned a unique IP address.
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�updated the text in this section and 2 new screen shots.


�added note here about interlock


�Chris:  Do this section (


�This section needs work


�Does it?
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